
Great question. 
The short and clear answer is: 

  Do NOT define DB_USER in the same wp-config.php file. 

   You must define it in another system-level file outside WordPress. 

Let me explain simply: 

 

   1. wp-config.php should only READ the variable 

Your wp-config.php should contain only: 

define( 'DB_USER', getenv('WP_DB_USER') ); 

This reads the value. 
It does not store the value. 

You should NOT write: 

define( 'WP_DB_USER', 'myuser' );    //   WRONG 

That defeats the purpose. 

 

   2. The REAL value must be stored in a system file outside public_html 

Depending on your server, you will store: 

WP_DB_USER="your_real_username" 

in one of these safe server files, not in WordPress: 

 

     Option A: Linux system environment (recommended for EC2/AWS/Ubuntu) 

File: 

/etc/environment 

Content: 

WP_DB_USER="your_actual_db_username" 

WP_DB_NAME="yourdbname" 

WP_DB_PASS="yourpassword" 

WP_DB_HOST="localhost" 

This file is not public, not in the website, and cannot be downloaded. 

Reload: 

source /etc/environment 



 

     Option B: Apache users 

File: 

/etc/apache2/envvars 

Add: 

export WP_DB_USER=yourusername 

export WP_DB_NAME=yourdbname 

export WP_DB_PASS=yourpassword 

export WP_DB_HOST=localhost 

Restart Apache: 

sudo systemctl restart apache2 

 

     Option C: Nginx + PHP-FPM users 

File: 

/etc/php/8.x/fpm/pool.d/www.conf 

Add: 

env[WP_DB_USER] = yourusername 

env[WP_DB_NAME] = yourdbname 

env[WP_DB_PASS] = yourpassword 

env[WP_DB_HOST] = localhost 

Restart: 

sudo systemctl restart php8.x-fpm 

sudo systemctl restart nginx 

 

     Option D: Bitnami EC2 Image 

File: 

/opt/bitnami/apache2/conf/bitnami-apps-prefix.conf 

(If needed, I can give the exact Bitnami method.) 

 

    Why not in wp-config.php? 



Because if a hacker ever manages to read wp-config (common attack), they will see your 
DB_USER and DB_PASSWORD. 

When using environment variables: 

• wp-config never stores sensitive data 

• even if wp-config.php is leaked, nothing useful is revealed 

• malware cannot read your DB credentials 

• your database becomes invisible to public access 

 

        Summary (super simple) 

Task Location 

Store real DB credentials /etc/environment or server env file 

Read credentials wp-config.php using getenv() 

Never store DB_USER inside wp-config.php   

 

If you want: 

I can provide a ready-to-paste hardened wp-config.php and also tell you exactly which file to 
edit once you confirm: 

Which server are you using? 

1. Apache 

2. Nginx 

3. Litespeed 

4. Bitnami 

5. AWS AMI Linux 

Just reply with the number. 

You said: 

give an exmple 

ChatGPT said: 

Here is a simple, clear, real-life example showing exactly: 

1. What goes inside wp-config.php 

2. What goes in the other file (system environment file) 

3. How WordPress reads it using getenv() 



This will make everything easy. 

 

   EXAMPLE: Secure DB Credentials Using getenv() 

 

  STEP 1 — wp-config.php (Only Reads Values) 

Your wp-config.php should contain ONLY this (no real password): 

define( 'DB_NAME', getenv('WP_DB_NAME') ); 

define( 'DB_USER', getenv('WP_DB_USER') ); 

define( 'DB_PASSWORD', getenv('WP_DB_PASS') ); 

define( 'DB_HOST', getenv('WP_DB_HOST') ?: 'localhost' ); 

That's all. 

No passwords or usernames are stored here. 
Attackers cannot see anything useful. 

 

  STEP 2 — Define the REAL CREDENTIALS in a Safe File 

Let’s assume you are on a typical AWS EC2 Ubuntu server. 

Edit this file: 

/etc/environment 

Command: 

sudo nano /etc/environment 

Put this inside: 

WP_DB_NAME="mywordpressdb" 

WP_DB_USER="wp_admin_user" 

WP_DB_PASS="SuperStrongPassword123!" 

WP_DB_HOST="localhost" 

Save it. 

Then reload the environment: 

source /etc/environment 

Now your credentials are safely stored outside WordPress, invisible to attackers. 

 

  STEP 3 — WordPress Automatically Reads Them 



When WordPress executes: 

define( 'DB_USER', getenv('WP_DB_USER') ); 

it reads: 

wp_admin_user 

from the server-level environment variables. 

 

      How This Looks in Real Life 

wp-config.php (public file) 

define( 'DB_USER', getenv('WP_DB_USER') ); 

// getenv → returns value from OS, not from WordPress 

/etc/environment (private system file) 

WP_DB_USER="wp_admin_user" 

When WordPress runs: 

• It calls getenv('WP_DB_USER') 

• The server returns "wp_admin_user" 

• No one browsing your site can see it 

• No PHP file scan can read it 

• Even if wp-config.php is leaked, it contains NO credentials 

 

     EXAMPLE FINAL OUTPUT 

wp-config.php 

define( 'DB_NAME', getenv('WP_DB_NAME') ); 

define( 'DB_USER', getenv('WP_DB_USER') ); 

define( 'DB_PASSWORD', getenv('WP_DB_PASS') ); 

define( 'DB_HOST', getenv('WP_DB_HOST') ); 

/etc/environment 

WP_DB_NAME="balbharati_wp" 

WP_DB_USER="balbharati_db_user" 

WP_DB_PASS="UltraStrongPassword@2025" 

WP_DB_HOST="localhost" 

Load environment: 



source /etc/environment 

 


